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A detailed account of the codes and ciphers of the Civil War la 
the United States of America caa hardly be told without beginning J£. 
with a bit of biography about the maa who became the first signal officer 
In history and the first Chief Signal Officer of the United States Army, - 
Albert J. Myer, the maa in whose memory that lovely little U.S. Army ^ J ■ 
post adjacent to Arlington Cemetery was named . Myer was bora an 20 Sep- 
t ember lB27j^Jater an apprenticeship in the then quite new science of 
electric telegraphy he entered - 

Hobart College, Geneva, New York, from which he was graduated in 184-7. 

From early youth he had exhibited a predilection for artistic and sclen- 

r 

tific studies, and upon leaving Hobart he entered Buffalo Medical College, 

receiving the M.D. degree four years later. His graduation thesis, ”A 

Sign language for Deaf Mutes,” contained the gem of the idea he was 

to develop several years later, when, in l8jj>4, he was commissioned a 

.1st Lieutenant in the Regular Army, made an Assistant Surgeon, and ordered 

to New Mexico for duty.* Mjsr idea imp a i r ed t he d e v e lop s 

efficient system of military "aerial telegraphy", which was what 

4& yisual signaling pe then called . jke bad plenty of time at JHs) 

far-away outpost to think iae the word "system” 

because, strange to say, although Instances of the use of lights and other 

visual signals can be found throughout the history of warfare, and their 
U>5<3. 

~’i*w r uii uniNmanamten between ships at sea had been practiced by mariners 
for centuries, yet down to the middle of the 19th Century surprisingly 
little progress had been made in developing methods and instruments for 



the systematic exchange of military information »»nrt instructions 

s^stew <s£ electv»c 

by means of signals of any kind. Morse's practical^ telegraphy., 
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developed In the years 1632-33, served to focus attention within the military 
s>vjste,wi& 

upon jj riae m a tt e r of inter -cconunicat ion by means of both visual and electrical 
signals* ant Lot the years lamed lately preceding the Civil War, the U.S. Army took 
steps, to introduce and to develop A- system cfc Visual s tgnaiitng' for general use 
in the field. It was Assistant Surgeon Myer who furnished the initiative in 



this matter. 
In 1656, 




two years after he was commissioned assistant s urgeon ^ 
T IB CB m Ibmiy" ui'nsaai^ 




ttn lieiin 1i oirmnrtiL r drafted a memorandum on a new system of visual signaling 

uta$ 

and obtained a patent cm it. Two years later, a board ^appointed by the War 

— — - — * swtcessful 

Department to study layer's systeaj| aagp is> a i«j > inn"p^nt / s|f 1 ter scete^demonst rat ions 

assistants 

by Myer. ^hjnh^rneulJh* the War Department fostered a bill in Congress, which ' 

1 Ir^S 

gave its approval to theo ry ti m. But what is more to the point. Congress appro- 



priated an initial amount of $2,000 to enable the Army end the War Department to. 
develop the system. ' The money, as stated in the Act was to be used "for the 
manufacture of purchase of apparatus and equipment for field signaling." The 
act also contained another Important provision: it authorised the appointment 5 

' on the Army staff, of one Signal Officer with the rank, pay, and allowances of 
a major of cavalry. On 2 July i860, "Assistant Surgeon Albert J. Myer (waa 
appointed) to be Signal Officer, with the rank of Major, 27 June i860, to fill 
an original Vacancy" weeks later Major Myer was ordered to report to the 

■* 1 

Commanding General of the Department of New Mexico for signaling duty. The War 
Department also directed that two officers be detailed as his assistants. During 
a several months * campaign against hostile Navajos, an extensive test of Myer 's 
new system, using both flags and torches, was conducted^ with much success. In 
October i860, a Lieut. J.E .B. Stuart, later to bee erne famous ae a Confederate 



cavalry leader, tendered his services to aid in signal instruction; 

— — — - 

/ int e ract ' j i mhTi s lBHBa that one of the officers who served as an assistant to 



Myer in demonstrating his system before thn^rri^fiThlrh nwds n study nf THynr 1 * 
'Swifime It nuw mdii.^ma^yrthir'Aw^f was a Lieut. E.P. Alexander, Corps of 







Engineers. We shall hear more about him presently, but at the moment I will say 
\^that on the outbreak of >ar, Alexander organized me Confederate Signal C©v-^s. f 

GuTffg 1 * nh i s h 'W aa u-ir t abb t ahed - lij i " tfa c- Act ufr-tte O e nfede T i a t e i ' O e ngx i e se-. "T s o rganics 

Act was , e ppx' s vul uyr l 9 Aj prt l - lQ6g , "«* nearly a jir atr am li e s 
- flea. pwuf - thc* FeOgl ai - Al my ' M H 
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Less than a year after Major Myer was appointed as the first aad , at th at 

/ 

time, the only Signal Officer of the U.S . Array, 




jointed as the first and, a t th at , 
fvrfC Tty tst'iZ'Z 

r, n i ls tilir nM a rftir mu r ent fluntn , 



a 36-hour bombardment, surrendered. The bloody four-year war 

* between the North aad the South Jmm The date was 14 April l86l. Myer's 

system of aerial telegraphy web soon to undergo Its real baptism under fire,' rather 

than by fire. But with the outbreak of war, another new system of military 

signal communication, signaling by the electric telegraph, began to undergo its 

first thorough test la combat operations. This la Itself Is very, important la 

o* 

the history of cryptology. But far more significant in that history is Ah? fact 
■ ^ cJr xCCe. fi£*o c. QcCuX' aA-, 

that for the first time in the conduct of organized warfare, rapid and secret 
military communications on a large scale became practicable, because cryptology 
aad electric telegraphy were now to be joined in a own temVtuwi ~tta l lasting 
wedlock. For when the war began, the electric telegraph had been; la use for less 
than a quarter of a century. Although the first use of electric telegraphy in 
military operations was la the Crimean War in Europe / 4jpk(l854-5,6^ j its employment 
was restricted to communications exchanged among headquarters of the Allies, aad 
some observers were very doubtful about its utility even for this limited usage. 

It may also be noted that in the annals of that war there is no record of the 
employment of electric telegraphy together with means far protecting the messages . 
against their interception and solution by the enemy. 

On the Union side in the Civil War, military signal operations began with 
Major Myer's arrival in Washington on 3 June l86l. Bis basic equipment consisted 

a 

of kits containing ft white flagswith a red square in the center for use against 
a dark background 3 sl red flag with a white square flhr use against a light back- 
ground; and torches for night use. It is Interesting to note that these are the 
elements which make up the familiar insignia of our Amy Signal Carps. The most 

pressing need which faced Major Myer was to get officers and men detailed to 

tew*- 

him wherever signals might be required, and to train them in what eeenr e mae to 

be called the "wigwag system 1 ^ This traiaing w included learning something about 

eodes and ciphers, and gaining experience in their usages. * 1 

r~ '-s t — - <3 

But there was still no such separate entity as a Signal Corps of the Army. 

Officers aad enlisted men' were merely detailed for service vith Major Myer for 
s i gn al i ng duty. It was not until two years after the war started that the Signal 
Corps was officially established aad organized as a separate branch of the Army, 
by appropriate Congressional action /jflB the meantime^ another signaling organi- 
zation was coming into being - an organization which was an outgrowth of the 
ArO-, \ 5 \c^fwrvP- . ,J| cc Ws^vv 0*5*4, "Of , rv ' 

se . ft. - no. v veL h \ v 



X 



© 
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government ' s taking oyer control of the commercial telegraph companies in the 

United States on 25 February 1862. There vere then only three la number: the 

'feu 

American, Western Union, and Southwestern. The telegraph lines generally folw 

kr-©£-i**3 -rAe 

loved the railroads . The then Secretary of War, Simon Cameron, 

fc-B. X . ^ 

sought the aid of Thomas A. Scott, of the Pennsylvania Railroad, who brought 
some of his men to Washington for railroad and telegraphic duties with the Federal 
Government. From a nucleus of four young telegraph operators grew a rather large 
military telegraph organisation which was not given formal status until on 

28 October l86l President Lincoln gave Secretary Cameron authority to set up 

ft. « ^ 

U.S. Military Telegraph Department under a man named Anson Stager, who, as 

general superintendent of the Western Union was called to Washington, commissioned 

a captain m later a colonel) in the Quartermaster Corps, and made superintendent 

of the Military Telegraph Department, ^Jfely about a dozen of the members of the 

Department became commissioned officers, and they were made officers so that they 

could receive and disburse funds and property. All the rest were Civilians The 

U.S. Military Telegraph "Corps", as it soon came to be designated, without warrant, 

^jsvueA 4JL 

was technically under Quartermaster ^Melgs^but for all practical purposes it was 
under the immediate and direct control of the Secretary of War, a situation admittedly 
acceptable to Meigs. There were now two organizations for signaling in the Army, 
and it was hardly to be expected that no difficulties would ensue from the duality. 

In fact/ the difficulties began hfediMiakAnit very soon, as can be noted in the 



following extract from a lecture before the Washington Civil War Round Table, early 
in 1954, by Dr. George R. Thompson, Chief of the Historical Division of the Office 
of the Chief Signal Officer of the U.S. Army: 



The first heed for military signals arose at the important 
Federal fortress in the lover Chesapeake Bay at Fort Monroe. 

Early in June, Myer arrived there, obtained a detail of officers 
and men and began schooling them. Soon his pupils vere wigwagging 
messages from a small boat, directing the fire of Union batteries 
located on an islet in Hampton Roads against Confederate fortifi- 
cations near Norfolk. Very soon, too, Myer began encountering 
trouble with commercial wire telegraphers In the area. General Ben 
Butler, commanding the Federal Department in southeast Virginia, 
ordered that wire tile graph facilities and their civilian workers 
be placed under the signal officer. The civilians, proud and 
Jealous of that*, skills in electrical magic, objected in no uncer- 
tain terms and Shortly an order arrived from the Secretary of War 
himself who countermanded Butler’s instructions. The Army’s signal 
officer was to keep hands off the civilian telegraph even when it 
served the Army. 






trrsWYT*"* 



Note that at the time of 
electric telegraph* 



iplsode the Signal Officer had 
- he was given c 



Virginia by the 

At e 

them for 'only a few hcursuj 



ing general of the Depa: 
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X have purposely selected this extract fra® Dr. Thompson's presentation 
because la it ve can clearly hear the first ruaibllngs that lengthy and acri- 

n 

monlous feud between two signaling organizations whose uncoordinated operations 
and rivalry greatly reduced the efficiency of all signaling operations of the 
■ Federal Army. As already Indicated^ one of these organizations was the U.S. 
Military Telegraph "Corps"/ /rmnrtfrhwm hereinafter abbreviated as^UBMTC, a 
civilian organization which operated the existing commercial telegraph systems 
for the War Department, under the direct supervision of the Secretary of War, 
/Edwin M. Stanton. The other organization was , of eouftse, the infant Signal 
Corps of the United States Amy, which was not yet even established as a separate 
branch, whereas the USMTC had been established In October 1861, as noted above. 



Indeed, the Signal Carps had to wait until March 1863* 491 two years after 

dT SkouldL be 

the outbreak of war, before being established officially. J[ o u will re call that 
the Confederate Signal Corps had been established a full year earlier. In April 
1862; ^Mtll then, as I've said before, for signaling duty on both sides, there 
were only officers who were individually and specifically detailed for such duty 

L 

from other branches of the respective Armies. of the Worth and the South 

i i 

Trouble between the USMTC and the Signal Corps of the Union Army began when the 

Signal Carps became interested In signaling by electric telegraphy and began to 

» 

acquire facilities therefor.. 

Aa early as In June 1861, Chief Signal Officer Myer had initiated action 

toward acquiring or obtaining electrical telegraph facilities for use in the 

field hut with one exception nothing happened. The exception was In the case of 
u.’tkq, 

the military department In southeast Virginia, commanded by General Benjamin 

Butler* w ho w as - m e ulflned a few mt w wat e ugiTlu ’ Ma s BTLTKSf mead juu-^eea r* * 

h> e\ee.%rica\ tfce. foad, vua* ■Vaoe, oAovedA^dL Wrrcd.* 

Dr. MK impeen * 9' md ' dr eaa i t In August 1861, Col. Byer tried again and in MovemberoJ- ike fe&r 
he recommended in his annual report that $30,000 be appropriated to establish an 
electrical signaling branch in the Signal Corps. The proposal failed to meet the 

A Uwe**** 

approval of the Secretary of War. one telegraph train,, which had been 

I bJL- 

ordered by Myer^ many months before', was delivered in January 1862,, -m* was tried 
out in aa experimental fashion^ under considerable difficulties, the most dis- 
heartening of which was the active opposition of persons in Washington, particu- 

. _____ r *■ 

larly the Secretary of War. So, for practically the whole Of the first two years - 
of the war, signal officers""® the northern side had neither electrical telegnaph 
facilities nor Morse operators - they had to rely entirely- an the wig-wag system. 






t * « * ^ 



V 



« . r 

- 



"\ 
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However, by- the middle of IS63 there were thirty "flying-telegraph** trains in 

use in the Federal Aray. Here * s a picture of such a train. The normal length 

of field telegraph lines was five to eight miles, though in some cases the 

Instruments had worked at distances as great as twenty miles . But even before 

the Signal Corps began to acquire these facilities, there had been agitation to 

have them, as well as their Signal Corps operating personnel, all turned over to 

the USMZC, which had grown into a tightly-knit organization of over 1,000 men 

in Washington, 

and had became very Influential, especially by virtue of its support from Secre- 

A dsn re 

fcacy of War Stanton. As a consequence, the Beleyvaph flawy a had its way. In the 




fall of 1863, it took over all the electric telegraph facilities and telegraph 
operators of the Signal Corps . Colonel Myer sadly wrote : "With the loss of its 

electric lines the Signal Corps was crippled". 

sb now there were two competing signal organizations on the Horthem side: 

The U.3. Army's Signal Carps, which was composed entirely of military personnel 
with no electric telegraph facilities (but was equipped with means for visual 
signaling), and the USMIC, which was not a part of the Aray, being staffed almost 
entirely with civilians, and which had electric telegraph facilities and skilled 
McsSse operators (but no means or responsibilities for visual signaling or "aerial 
telegraphy" which, of course, was old stuff}! "Electric telegraphy" was now the 
thing sf£ The USMTC had no desire to share electric telegraphy with the Signal 
Corps, a determination in which the P e e ps mm most ably assisted by Secretary of 
War Stanton, for reasons that fall outside the scope of the present lecture. 

However, from a technical point of view it is worths going into this rivalry 
Just a bit, if only to nobs that the personnel of both organizations, the military 
and the civilian, were not merely signalmen mod telegraph operators: they served 
also as cryptographers and were therefore entrusted with the necessary etiphdVfcv 
cipher bocks and^keys. Because of this, they naturally became privy to the im- 
portant secrets conveyed in cryptographic communications and they therefore enjoyed 

, status as VIP's. This was particularly true of members of the- USMTC, because they, 

kooV^s 

' and only they, were authorized to be custodians and users of the cipher^. Not even 

the commanders of the units they served had access to jji h s r aiphens . For instance, 

an the one and only occasion when General Grant forced his cipher operator, a 

Oqy civilian named Beckwith, bo turn over the current clpher^to a colonel on Grant's 

staff , Beckwith was immediately discharged by the Secretary of War and Grant was 

reprimanded. A few days later. Grant apologized and Beckwith was restored to his 

boo< 

position. But Grant never again de m a n ded the cipher held by his telegraph operator. 

6 A 
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The Grant -Beckwith affair alone la sufficient to indicate the lengths to 



which Secretary of War Stoat oa went to retain control over the USMTC, including its 

books 

cipher operators , and Its cipher^. In fact, so strong a position did he take 
that on 10 November 1863 , following a disagreement over who should operate and 
control all the military telegraph lines , Myer, by then full Colonel, and hearing 



the 



title "Chief Signal Officer of the United States Amy", a title 



he had enjoyed for only two months, was peremptorily relieved from that position 
and put on the shelf. Not long afterward^ and for a similar reason, Myer 'a 
successor, Lieut* Col. Nieodemus, was likewise svunaarily relieved as Chief Signal 
Officer by Secretary Stanton; Indeed, he was not only removed frost that position— 
he was dismissed from the Service without even the formality of trial by court 

> V 

martial* Stanton gave "phoney" reasons for dismissing Col Nieodemus, hut I am 
glad to say that the, latter was restored his ccnaisslom in March 1865, by direction 



of the Presidents oJ^o J2-u <Q W 

what 1 tepp«? iafe»te>Jgel ffn e l - My e r r th e lag er ct * ettows-that- he w e e a t e S^hl g 
s^ocmmlseibtf^ in July 1864; Colonel Nieodemus lasted about aim' months after he 



^0O\JrMr<*i. «o 1 



sfyerscgLed j apid Colonel . Eisher hecaae^Chief Signal Officer on 

r- ..,J~ Jw*'' .4' 7-»y 7 

26 ^^vhwt hlsappeditaent wag^^itfver^n hyj^< Senate * { Ph o t o- 
4fijWr¥HI 3lh / 333) >Jn-August l865"Celciael Ityer that- he he restored 

\ / ^ - X-- 77 

to the position of ChlefN^igprfl Officer of the Army. vAcccdpanying his application 

XA - 77 ' 7 77 - 

were letters \jpf 1 reo omapridatitp from several b |ffi *% w iraf the--' Army 



7 



and the N» 
who returned 







'* l ap^itwt^on was f rapelxdtd^..lieuteaant General Grant, 
application to the F»£dtfeafc, paying, "Unless there are reasons 
Of which I J know\pt b Ing, I deea A. 7 it led A, o the position of Chief 

4 .< / \ / S 

Signal Off leer of the Arny^and^ccainend it accordingly." tn a letter dated 

30 July 18(56 to Secretary <7 War Siaatco,- Generalbranf recommended ' "the appoint- 

£ .. # / yt „ \ A 

sent of Albert J. MyeryCo the pi Elbe of Chief of the Sigh^i Corps as provided for 



Myer* 

by A bt of CongreM^Cole^j^ ]gfv£ is th* inventor of the syabgm msfcd ^cfch la the 



n — ■*stcx, 



/ 



Army aiw^Navy^which would s^eia tojgtogJiULA claim t r th e poSiti^^ , 

fused t o codfira any 

in. "_>d^W^<MQ^l^jbhis last Stte ^jp roduSedT result£^f^r Colonel r was 
appointed Chlef^lgnal Officer on 25 February 1867, to date fr £# "flPfpWWhUuy 

•^r 

1 1 1 1 f | When Col. Myer was relieved 

from duty as Chief Signal Officer in, November 1863 , he was ordered to 




7 
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Cairo, Illinois, to await orders for a new assignment. Very soon thereafter he was 
either designated (or he asy have himself decided) to prepare a field annual on 
signaling and there soon appeared, with a prefatory note dated January 1864, a 
pamphlet of 148 pages , a copy of which is now in the Rare Bods: Room of the 
Library of Congress. The title page reeds as follows.: 

“ A Manual of Signals: for the use of signal officers in the field . 

By Col. Albert J. Myer, Signal Officer of the Army, Washington, 

D.C. , 1864." 

Even in this first edition, printed on an Army press, Myer devoted nine pages 
to a reprint of an article froa Harper’s Weekly entitled "Curiosities of Cipher” , 
and in the second edition, 1866, he expanded the sect lean on cryptography to 



slaty pages. More editions followed and I think we nay veil say that Myer’a 
Manual , in it several editions^, was the pioneer American text on military signaling. 
But I'm sorry to say that as regards cryptology it was rather a poor thing. Poe 
had done xfqpdt better twenty years before that in his essay entitled "A few words 
on secret writing". 

r 

Because of its historic nature, you nay like to see what Myer’s original^ 
v "wig-wag codtf was like . It was called "a two-element 

code" because it employed only two digits, 1 and 2, in permutations of 1, 2, 3 
and 4 groups. For example, A was represented by the permutation 22; B, by 2122; 

C, by 121, etc. In flag signaling, a "1" was indicated by a motion to the left, 
a u 2” by a motion to the right. Later these motions were reversed, for reasons 
which must have been good but are now not obvious. Here is Myer '8 two-element 
code which used until 1912: 



GENERAL SERVICE CODE 



A - 


22 


N - 


11 


& - 1111 


B - 


2122 


0 - 


21 


ittg - 9919 


C - 


121 


P - 


1212 


tlon 1112 


D - 


222 


Q - 


1211 




E - 


12 


R - 


211 


End of word - 3 


F - 


2221 


S - 


212 


End of sentence- 33 


G - 


2211 


T - 


2 


End of message - 333 


H - 


122 


U - 


112 


Affirmative - 22.22.22.3 


I - 


1 


V - 


1222 


Repeat - 121.121.121 


J - 




w - 


1121 


Error , - 212121 


K - 


2121 


X - 


2122 




L - 


221 


z - 


2222 ' 


- < 



Note: No. 3 (end of ward) was made by a forward downward motion, called "front”. 
There were about a dozen more signals, for numerals , for frequently used 
short sentences, etc. 



We must turn our attention now to the situation as regards the organisation 

^ ' ‘ • 

for signaling in the Confederate ?y— Army. 





tasu i sntie Ska w e • 



■1 "Cupps 1 



VMS 

Cfli* «9^,oU. udbsiB-^r fyo 

e ggm— s army, / n a las e yated a ■ few minute s ag e , the 
iw PemsalkyCtieebl inhadmes rly a yus uriiw 4hsft 
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assisted is demonstrating the wig-vag syst cm before a board appelated 

VvpW*’ 

by the War Department to study Myer's system. Alexander, ^a Captain In grey, used 
Myer 's system during the battle, which ended In disaster for the Union forces; ( su*<td'« 
and Alexander's contribution signaling was an Important factor In the Canfed* 
erate victory. Dr. Thompson, whom I have quoted before, says of this battle: 



Thus the fortunes of war in this battle saw Myer's system of signals 
succeed, ironically, on the side hostile to Myer. Because of general 
unpreparedness and also some disinterest and Ignorance, the North had 
neither wig-wag signals nor balloon observation. 

Timing frta e ^tasj^-hafc b ln ^af Jjs U. j Jia ui ^he only communication system which 
wwfer -for/ 

succeeded in Arming the union Army was the Infant USMTC . But the Confederate 

system under Alexander, off to a good start at Bull Hun, throughout the war 

and 



operated with both viaualAelectrlc telegraphy, and the Confederates thought highly 

*w> 

enough of their signal service to establish it on an official basis, less than a 



year after that battle. Ompyof llm flftiufaie as ma Aw sa r wa 

8 JTS ctM’VtW 
•Addwbi 



Act uf :tbwjQBCfgae3 



gfr ma g e rngi eay u p- 1 9 kpi ■t ir a Bin , iu eepemei b e eempey . 
t n h r nttnntir d nlt hn r tn th e flifjiftinmli s nrt Tnsp e ntmr rnmam mi L' linrrU i n r In th e 
v , Iftifli assy fi B p a st me nt. ^. JIto-.Cta tf s d a rate^fo m w si S e desS se y wB-Waa-as a p Mmy»4 8 6g et t a s tod 




Thus, although the Confederate Signal 






Corps never became me distinct and Independent branch of the Army as did the Union 
Signal Corps, it received much earlier recognition frcm the Confederate Government 



than did the Signal Corps of the Federal Government. Again quoting Dr. Thompson: 



The Confederate Signal Corps was thus established nearly a year earlier 
Its Federal counterpart. It was nearly as large, numbering seme 1,500, most 
of the number, however, serving on detail. The Confederate Signal Corps used 
Myer 'b system of flags and torches. The men were trained in wire telegraph, 
too, and impressed wire facilities as needed. But there was nothing In Rich- 
mond or In the field comparable to the extensive and tightly controlled civ- 
ilian military telegraph organ last Ion which Secretary Stanton ruled with an 
Iron hand from Washington. 



We Come now to 



the codes and ciphers used by both sides In 



the war, and In doing so we must take Into consideration the fact that on the' 



Union side, there were, as I have Indicated, two separate, organisations fear signal 
JYuU ,-vv '/vyw.tof in ■ ) izk-C &'LvUW y-xT/’ &-1 &cZyi£s * 

communications; ‘ fi x* Ihu USM Ti fr . ftft v r r a rffnrrr Y ir tv rt n then -b a d 



'lifb-5 



bee n, settled by ruthl e ss, ac t^ion bv- g e ci e Lar v uf Wai Gtautea; the Qla n al flui ym^Nw r 
rMpoMiMlitjL ooJy- tor -8ignaliag-by visual or-aerial -teiegr a ghy, t he 



■ repaopalbll t ty f e r signa l ing by e l ec tri e t e l e gr a p h y. We should therefore not be 
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too astonished to find that the cryptosystems used by the two competing organi- 
sations were different . On the other hand, an the Confederate aide, as Just 

there was only one organisation for signal ecanuaicatioas , the Signal 

Corps of the Confederate States Army, which used both visual and electric tele- 

oujl wwu 

graphy, the latter facilities being taken over and employed when A »vallab£e. 



rai vlnf t T adolNwaa 
for this Barked difference between the way in which the Union and the Confederate 

^ OmA. & e Oo VhCtjTttW 

signal operations vere ^e sad u e t e dt wfri e h strange to say, had to do with the difference 
between the crypto-ccwnunlcatian arrangements in the Union and in the Confederate 
Armies . 

We will discuss the cryptosystems used by the Federal Signal Corps first and 
then fchat <f the Confederate Signal Corps. Since both corps used visual signals as 
their primary aeans, we find them employing Myer's visual-signaling code 



shown above. At first both sides sent unenciphered messages; but soon after 
learning, that their signals were being intercepted and^read l5y the at hweW t, each 
side decided to do something to protect Its messages.## Initially both decided 
on the ease artifice, vis, changing the visual -signaling equivalents for the letters 
of the alphabet, so that, for Instance, ' , 22 ,, was not always "A", etc. This sort 
of changing -about of values soon became impractical, since it prevented memorising 



the wig-wag 




once and for all. The difficulty in the Union 



Army's Signal Corps was solved by the introduction Into usage of a cipher disk 
invented by Myer himself. A full description of the disk in its various embodiments 
will be found in Myer's Manual, but here's a picture of three forms of it. You can 5>«C & 




F^.3 -(H- 

( Leave Half -page) 

readily the visual wig-wag equivalents for lettars^ewChe alphabet can he changed 



according to sane pre-arranged Indicator for n afctdag Abie -feaaeentrlc 

Afar XWO /^Lew-J^ufc 

ean—C*. late Llui ffct mmlfririn i l^h p jr a d ad i i ew the latte; A is represented 

by 112, B, by 22, etc. By moving the two circles to a different Juxtaposition a 

^ifcev^CctWs.. A.- < 



new set of equivalents will be .. set-a p . Of course, if the setting is kept fixed 
for a whole message the encipherment is strictly monoalphabetlc ; but Myar re- 
commends changing the setting in the middle of the message or, sore specifically, at 
the end of each vcrd, thus producing a sort of polyalphabet ic cipher which would 
delay solution a bit. An alternative way, Myer states, would be to use what he 

called a "countersign word", but which we call a keyword, each letter of which 

10 
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would determine the setting of the disk for a single word or for two consecutive 



words, etc. Myer apparently did not realise that retaining or showing externally^ 
the lengths of the words of the plain text ^ fir-a v e ry se e lew w aa l aUfc st Abiv r**n_ 
later we shall discuss the security afforded by the Myer disk in actual practice. 



la the Confederate Signal Corps, .the system used for encipherment of visual 

v. 

signals was apparently the same as that used for eno iphe^ssltnef telegraphic 'huwe-^ev&o 
T*fri^fu and we shall soon see what it was. Although Myer’s cipher disk was 
captured a number of times, it was apparently disdained by the Confederates, who 
preferred to use a wholly different type Of device, as will be described presently, 
for both visual and electric telegraphy. 

So much for the cryptosystems used in connection with visual signals by the 
Signal Corps of both the North and the South, systems which we may designate as 
"tactical ciphers." We come now to the systems usedU Jg. the .. two MWt a w y- g sJm y a p h 

may call "strategic ciphers", because the latter were usually exchanged between 
the seat of Government ^ in Whe-SteMb y or among j^lgh ns— wmdr iu LUi ~f ltid. In 

the case of these communications the cryptosystem* employed by each side were 
quite different. 

USWTC 

On the Northern side/ the ^il tOa r y T ale grap h' S e ep s used a system based upon 
what we now call transposition but in contemporary accounts they were called 
"route ciphers" and that name N a tuck. The designation isn’t too bad, Jtrtfixfrs 
because the processes of encipherment and decipherment, though ^h e y d d fah not with 
the Individual letters of the message but with entire words, involved* following 

W. 04 W- W&uC&j tfa . T VWAXio^A' • 

or routes^ I know no simpler or more succinct deeerl 



prescribed paths 



description of 



the routfi* cipher than that given by one of the USMTC operators, J. E., O'Brien, in 
an article In Century Magazine, XXXVIII, September 1889, entitled "Telegraphing in 
Bailie" : 

The principle of the cipher consisted In writing a message with an 
equal number of words in each line, then copying the words up and down the 
columns by various routes, throwing in an extra word at the end of each 
column, and substituting other words for important names and verbs. 

A more detailed description in Modern technical terms would be as follows: 

A system in which dnc ipherment the words pf the plain-text message are inscribed 

c&JJtt* Op CO Afa r 0.^ 

within a see— ddayme a^wem— — ged number 

of rows and columns. Inscribing the words within the matrix frcm left to right, in 
successive lines and rows downward/^ as in ordinary writing, and taking the words 
out of the matrix, that is, transcribing then ^acc ording to a prearranged route/* 
to form the cipher message. . These route ciphers were supposed to have been the 



k r o 

aJ&<w 'Ws-cL 



f 



11 
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rMsfc • 3* M «^- » •*-^ 5, 






Uj/xw' Ji 



/3 • . A 



>6-*i ■ysju^Jb&x*’ . _ <k> AaJjB\^L*-wsa^ yfo. J&su*j ^ .£^v/J2iL- 

O k iV Da . 0 */ . D , 

\UA. — ^SAv/w-u - (l^h^sj ^ v _ 

G*-«|^st»V^ v csJ^f^€v^N^^4s. ^ . 

>fw- K^f -a£«- . 



5^-4Vs-vi?j!t U^_-^' U ''T' .‘VW^JsAo>utv/. 
" ^ /V k , I* 










v^r^£^>>. _ . 

... . . 



a^b-A. US J^l ' CL* ur^fC . 

_^^._v>rv^jyr _jtew<^ /tx^AjS- 

* jr n . * or 



1 



k o . » or 

_ ^^JPU© ©~v*®-o IM&s&r. 

(LbvAXHjtftfctf Tv^V O^^jL 

A«ew^4 Acl_?^«_ &&&& ■tLw" yf’&A»A4*i» 



yL-O-^^U^ 
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invention of Anson Stager^ who* I have mentioned before in connection vith the 
establishment of the USMTC, and who is said to have first devised such ciphers 
for Qeneral McClellan's use in West Virginia, in the summer of 1861, before 
McClellan cane to Washington to assume command of the Army of the Potomac . 

Anson Stager fletmfcens thought that he was the original Inventor of the 
system, but he MdrWe pwaa quite in error ^ ^wbrd -transposition methods N vere c 

in use hundreds of years before his time. For Instance, in 1685 , in an unsuccessful 
attempt to invade Scotland In a conspiracy to set the Duke of Monmouth on the 
throne, Archibald Campbell, 9th Sari of Argyll, suffered an unfortunate “accident”. 

He was taken prisoner and beheaded by order of James the 8eoond. Hie communi- 
cations of the poor Earl were not secure, and when they fell into government bands 
they were soon deciphered. The method Argyll used was that of word transposition, 
and if you are Interested, in reading a contemporary account of how It was solved, 

look on pages 56-59 of that little book I -mentioned before as being one of the 

\ 

very first books .In English dealing with the subject of cryptology, that by 

James Falconer, entitled Cryptcmenysis Patefactai Or the Art of Secret Information 

Disclosed Without a Key, published In London in 1685 . There you will find the 

OStnXCg 

progenitor of the route ciphers employed by the Pad e s e l A a m y jss/Ugo -. W e e - e f ' t h e 

. , tgV A 

SsttHflearj -tfemMBfc*. 't&em years after Argyll's abortive rebellion. 
h&duL 

The ciphers s y s tem s employed by the UBMTC, fpi» mes s a ges t h e Fe de r a l A w y i n 
1» t u. ’ yuaoftj j l86l -6« j ' ^ are fully described in a book entitled The Military Telegraph 
during the Civil War , by Colonel William R. Plum, published in Chicago in 1882. 

I think Plum's description of them is of considerable interest and 1 recommend 
his boofc to those of you who may wish to learn more ab out ^ thes e- > y a t emrfr * 

d&'fefi^If I show you one example of an actual message and explain its encipherment 

l s 

and decipherment I will have covered practically the entire gamut of the route 
ciphers used by the USMXC, so basically very Simple and uniform were they. And 
yet, believe it or not, legend has it that the'Southern^lgnalmen were unable to 
solve any of the messages transmitted by the USMTC . This long-held lexjend I find 
hard to believe. In all the descriptions I have encountered in the literature 
-not one of them, save the one quoted above from O'Brien, tries to make these 
ciphers as simple as they really were; somehow, it seems to me, a subconscious 
realisation^ on the part of Northern writers, usually ex -USMTC operators, of the 
system's simplicity prevented a presentation which would clearly show how utterly 
devoid it was of the degree of sophistication one would be warranted in expecting 

in the secret cauminicatlons of a great modern army in the decade i860 -1870, three 

* 

hundred years after the birth of modern cryptography in the papal states of Italy. 
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Let us take the plain text of a message which Plum (page 58) uses in an 

example of the procedure in encipherment. The cipher book involved is No. 4 

U/ts 

and 1 happen to have a copy of 'it so^can easily check Plum's work* Here's the 



message to be enciphered: 




/ 






For Simon Cameron 



II 



Washington, D.C. 
July 15 , 1863 




1 mould give much to be relieved of the impression that 
Meade, Couch, Smith and all, since the battle of Gettysburg, 
have striven only to get the enemy over the river without another 
fight. Please tell me lfyou know who was the one corps commander 
who was for fighting, In the council of war on Sunday night. 

' (Signed) A. Lincoln 








Simon Cameron was Lincoln's Secretary of War until Jan. 1862 , 
when he was replaced by Edwin M. Stanton. If this message cited 
by Plum is authentic, and there is no reason to doubt this, then 
Cameron was, still in friendly contact with Lincoln, possibly- aa 
a special observer ■ 



Plum shows the word-for-word encipherment/ in a matrix of seven 
* , 

, columns and eleven tows. He falls to tell us why a matrix of those dlmandona was 

selected; presumably the selection was made at random, which was certainly permissible* 

fu 





Wv'l 1 - 

(LxpWer 
"Pi fcl»W 

"Raiw 



V 


z / 


” w 


— Stewart/ 
.cj July 5 


Incubus t 
WaaRingtoh,D 

r* 


/ 

' man 

Simon 

L-if,., hi — ,j«. „ , 



v 



V 



Brown/ 

15th 



Norris/ 






Knox/ 

To 



Cammer v _ on 

' TSawsapon 



flea 

» (pfcri'oJ.) 



bat | Si wc€ 

, ! since 






give 

give 



much 



Toby 
to be 



trammeled 

relieved 



serenade 
of the 



Bunyan 

Meade 



bear . 

j (Co'nms) 



ax 

Couch 



cat 

3 (Covnina) 



children 

Smith 



6 / 



Madison/ 



I 

I 






fear 



wood 
< would 



um^v-»Sl»k 

impression 



and 



-ttsatr 
that 

j tm 1 
• all 



*H\e 

the 



knit 

battle 



of 



get — v_lties 
Gettyej 



Nuuus I 



large 


ass 

5 (CoWvwsk) 


Vave . 

hav^e 


str« va*. 
striven 1 


6 aL 
only . 




■te 

to 


: 

get ; 


burg 


village 
the enemy 


skeleton 

over 


turnip 
the river 


J 

without 

1 


SkAothev" 

another 


> 

optic hound 

fight . (parted) ^ 


Pteasa- 
■ Please 

^ 


«xt 

tell 


ms 

me 


If ! 


you 

you 


1 


no 

know 


*oV»o 

who 

< 

j 


. Nd&S 


th® 1 


Harry 


Madrid 


locust 


r**T 

-1 


Who- 


aids * 


was 

V" - — ■ — . 


the 1 

t 


one 


comps 


commander 


who 


was j 


j 5 br ! 


oppressing ! 


bitch 


quail 


counsel 




of 


wav* ’ 


for 

V- 


fighting - 




in the 


council 




of 


war 


, o^v 


Tyler ; 


Rustle 


upright 1 


Adrian 




. bless 


K \Ws 


V cn 


Sunday 


night 


Signature 


A. Lincoln 


0 *'UlV'> 


(wWli) 


! 

U, 




C ikjjX 




•rr -(k-uk, awoc 




- ■>*» Sewo,^ 


^Suicide 
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jb&j &iJ Ib^S 

Hot* th«^milli^ra-»lgnif iftant, or "blind" vord^at the.oottcmsof eeph column^ 

■UU tfrjlsy 4 >^b 

these being added to confuse a would-be decipherer. AS least that was the theory. 

A J 



but how effective this subterfuge was can be surmised^ vO ymM s ^ ones It 

««*, taow, t hat3t^a Aual ^ioe.HtiC JU (U« 

oS^&l juccL.th&£ h ccwwj^t^l &o)rjL^ 

The cipher message is then copied down following the route prescribed by the 



Indicator "BLONDE", as ^ a p^he see n on Jtf&ge 7 of Cipher Book No. 4. The indicator 



sould have also been "LINIMENT". 



p. 7 No. 4 



photograph 

— x ” - £* »■-— -i i-d 



< £ 3 M*QXi 



To explain the diagram at the top of 



show you the "Directions for Use" which appear cm the reverse side of the title 



page of "War Department Cipher No. 4", because I'm afraid you wouldn't believe 

HsJW W&oA" j&A* D^jA • ^ 

sb If I merely qu o to a lf s on- th o s e - Utr ee M a ma -. H e r man a picture of the title page 
.and I follow it vithfa photograph of what's co its reverse slden^t^a.’K^ 4 *-&a* 

- SH^VAesi* & - 1 



s Title page No. 4 -phot os ------Direct lens for Use’ 



rpo yw-o^wt, ffcs&jr ^ 

Swr= 4 *' the chap who was responsible for getting this cipher book approved 



ever thought about what he was doing when he caused those "Directions for Use" to 



be printed) If doesn't seen possible. All he would have had to ask himself was. 



JfoWSLo &*W*te &^**«- *&««**• ‘Hu 

"Why put this piece of information in the book itself) A flwp pese- t he - be eh falls into 

enemy hands^ QlsaX, '^Lread , too, and at once learn about the intended deception) 

Why go to all the trouble of including "phoney" routes in the book) If the book 



doesn't fall into enemy hands what good are the "phoney" routes anyway? Why not 



just indicate the routes In a straightforward manner, as had been done before) 



Thus: "Up the 6th column (since "6” is the first number at the left of the diagram). 



down the 3rd, up the 5th, down the 7th, up the 1st, down the 4&h and down the 2nd* 



This matter is so incredibly fatuous that It is hard to understand how sensible 

dJLcrfyA* ajLf/Uww 



men - and they were sensible - could be so 



thinking 



' «eU4MueS*«v»ft- jp»r uA 4 . 1 % 

processes. But there thej^ etand^ for all the vor^d to sea and to judge. 

Now for the transposition step. The indicator "BLONDE" signifies a matrix of 



seven columns and eleven rows, with the route set forth above, vie, up the 6th 



column, down the 3rd, etc., so that the cipher text with a "phoney" address and 
signature^ bee ernes as follows: 



becomes as follows: 



TO A. HARPER CALDWELL, 



Washington, D.C. 



Cipher Operator, Army of the Potomac: 



Blonde bless of who no optic to get and impression I Madison square 
Brown c earner Toby ax the have turnip me Harry bitch rustle silk Adrian counsel 
locust you another only of children serenade flea Knox County for wood that awl 
ties get hound who was war him suicide on for was please village large bat Bunyao 
give sigh incuhvs V\e«uiy Norris on trammeled cat knit striven without if Madrid 
quail upright martyr Stewart man much bear since ass skeleton tell the oppressing 
Tylef monkey. 

. (Signed) D. HOMER BATES 

4/ *+ 

“It was the usual practice to use for address and signature the names of the USMTjL 

— \ ji « ®pernt*i««fc ^ 
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Note that the text begins with the indicator "BLONDE". In decipherment the 

steps are simply reversed. The indicator tells what else matrix to outline; the 

words beginning "bless of who no optic ..." are inscribed within the matrix: 

up the 6th coluaa; then, emitting the "check word" or "null" {which in this case 

is the word "square"}. down the 3rd column, etc. The final result should corres- 

4. 

pond to what is shewn in Fig. j0 G. There then follows the step of interpreting 
orthographic deviations, such as interpreting "iigh’% "nan", "camaer", and "on" 
as Sinon Canercn; the word "wood" for "would"/ eta, iftiigh«hhen reproduces the 
original plain text . 

Save for one exception^ t o be d laaus ssA -in a ' wc sm n t oi ' Swa, all the route 
o iphers used by the USMTC conformed to this basic pattern. The things that changed 
from one cipher book to the next were the Indicators for the dimensions of the 
matrices and for the routes; and the "arbitrarles" or code equivalents for the 
various Items comprising the "vocabulary", the number of them increasing from one 
edition to the next. Just as might be expected. ^ 




v i n n~» , ivn t ff ryfxt ' -s * - iw 

y h/ by i the UO¥fWfyjM^o~\>e seqpf In Cipher Book No. 9 and on only one page of the book. 



I will show you that page: 




What we have here le a deviation from the straightforward route transposition, 
up the down the . ..^etc. By introducing erne diagonal path la the routb (the - 
6th, 7th, 8th, 9th, 10th wards in a message of five columns, and the 1st, find, 3rd, 
bth, 3th, and 6th words in a message of six columns) the simple up and down route 
no longer holds true. The words on the diagonal interrupt the normal up and down 
paths and introduce complexities in the method. In fact, the complexities seemed 
to be a bit too much for the USMTC cipher operators because, as far as available 
records show, these complicated routes were never used. 




15 
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X now wish to sake a number of general and a fev epeciflc c omenta 



! O, * f 

on Plum's description of the cryptosystems used by the & '*=>***-£* 

i if- 



r c 

** 



Pint, se ^ete- that although Anson Stagsr^^latw^tSloneilxgtagw^ 

i 

has. been credited with inventing the type at cipher under consideration 
in this study, he was anticipated in the Invention About 200 years. 

Also, he is given the lion's share of the credit for devising those ciphers 
although he did have a number of collaborator's^ Plum name four of them, 

presumably because he thought then worthy of being tingled out for 

* 

particular attention. Plum and others tell us that copies of messages 



handled by tbs u/s/m^t/c/ (sonstims l were) Intercepted by the enemy but 

"Yl cf^ 

thae-seae-um solved. He cites no authority for this last statement, 

i 

merely saying that such lntercspts were polished in the newspapers 
Confederacy with r e ques t s f or h e l p ia their solution. 'Set it may be noted 



of the I $> 



that none of the Confederate accounts of war activities cite Instances of 



, - ‘\ 



the solution of intercepted u/s/M^iCi messages, although tore are plenty 
of citations of instances of Interception and solution of enciphered 
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visual transmissions of Federal Army's Signal Corps, T1i.ii ipl aamdfo rmiiHYTT: 



In inferring hereinafter^ the cryptographic books used by the 



U.S.M.T.C., I shall use the te 




r books, ” or sometimes simply 



"cipher**,” although tlnPS^ryptosystems Irx^olye® both code and cipher processes. 

\ X 

Its unde rlying't ranspoa It ion feabupe^ makes it 'partake of the nature of a cipher 

J\ XV \ ^ 

system aecordlngS&o nMern, terminology; nut the heavjjNuse.^of' "axfcltrarles, " 

\ / \ 



thaVia, of axbit: 



rivers, e£ev, % 



of^rhe nature of 



s to represent the names o$ <i pqrsans, places. 




, etc., makes the 




Plum states that 12 different cipher books were employed by the 



Telegraph Corps, but I jpee feaur e there were^only eleven. The first one 



was not numbered, and this is good evidence that a long war was not 

US,,, end t hat-hasty- 



p r e parations T er 



This first cipher book had 



1 6 printed pages. But for sene reason, now impossible to fathom, the 
sequence of numbered books thereafter was as follows: Nos. 6 and 7, which 
were much like the first (unnumbered) one; then came Nos. 12, 9, 10- -in 



n 
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that etrange orderj then came Noe* 1 and 2; finally cane Nos. 3> and 5* 
(Apparently there was no No. d^or No. lir^\ It would be -£ataaae to think 
that the irregularity in numbering the successive books waa of camaunieation- J 
security * There oust ham been pthey reasons. ^bu^Stot they were la now 

^StoU flASixaJs^, ^ 

unkown. Plum states that No. 4, the last one used in the war, was placed 

A 

into effect on 23 March 1 865 , and that it and all other ciphers were 
discarded on 20 June 18 65 . However, ae noted, there waa a No. 5, which 
Plum says was given a limited distribution. Z have a copy of it, but 

whether it waa actually put into use Z do not know. Like No. 4, it had 

us^rrc. 

40 page 9 ; about 20 copies were sent to certain mentors of the^ Millfry ? 

Tel e graph Qespe> scattered among 12 states; and, of course, Washington 
had at least one copy. 

We may assume with a fair amount of certainty that .the first (the 
unnumbered) cipher book used by the U^M/T^C/ was merely an elaboration 
of the one Stager produced for the communications of the governors of Ohio, 



Indiana and Illinois, and of which a copy Is given by only one of the 
writers who have told us about these c iphers ^Namely, David H. Batesgj 
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In his aeries of articles entitled "Lincoln in the Telegraph Office" 



/Tbs Century Magaslne, Vol. LXXtV, Nos. 1-5, May-Sept, 19P27* shows a 
facsimile thereof (p. 292, June 1907 issue), and I have had as good a 



reproduction made of it as is possible from the rather poor photographic 



facsimile. The foregoing cipher is the prototype upon which all Subsequent 



cipher books were based, the first of the War Department series being the 
one shown by Plum.jbn- ^ Append I vmIi <4 e thde lseturei \ F^ 

When these ciphers came Into use it was not the practice to misspell 



<-j tf* ,$**»** 

/ jLvt V kvv y : 



certain words - intentionally; but as the members of the Uyis/M^T/c (who, 
as I ’ ve told you, not only served as telegraph operators but also as 
cipher clerks) developed expertness, the practice of using non-standard 

i i 

orthography was frequently employed to make solution of messages more 






difficult. 



(in*. tvauK-- 



iat " or was 



O'' » /Tv>/» c- 'A-r, 

i fl ee h l 'ilrw w ^ n U> u — rt i n / 



pi suae Af ISmiil d" r , Tn^j 



> 1 —a » fasstoteps ms— gs -— et - to 



"Art®- iViartf. "ssss," 



Miamlr^iATrirsnsirf 1 li.iitpallart in thnse unyrtst 

— 6/P 
p ' 

finds hundreds of examples of this sort of 
r A 



artifice. Then, further to Increase security, more and more 

*Tbe series was then put out In book fora under the same title by the D. 
Appleton -Century Company, New York, 190?, reprinted in 1939. 
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cod* equivalents/' were added to represent such thing* as ordinal 

/ 

and cardial nunbers, months of the year, days of the week, hours of the day, 






punctuation, etc. As a last 



step,, code equivalents for frequently -used words and phrases were 



introduced. One good example of two typical pages from one of these books 



f^.\P 



will characterise them all. 

( Photo of p, 14-15 



from No. 12 

You will . notice that the code equivalents are printed but aftjr 



meaning* ant written in by hand. This was usually the case, and the reason 



is obvious: for economy in printing costs, because the printed Code 



equivalents of plain-text items in cipher books belonging to the sane 



series are Identical ; only their meanings change from one book to another, 



and of course, the transposition routes, their indicators, and other 



variables change from one book to another. 



X am 



fortunate in having six of these cipher books in my private collection, 



so that comparisons among them are readily made. The first feature to be 
noted is that the cade equivalents are all good English dictionary words 
(or proper nouns), of npt less then three nor mors then seven ( rarely eight ) 
letters. A careful scrutiny shows that In the early editions the code 
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equivalents are auch as are not likely to appear as words in the plain-text 

A 

messages; hut in the later editions, beginning with No. 12y «ore than 5C % 
of the words used as code equivalents are such as sight veil appear in the 
plain-text of Messages . For example, words such as AID, ALL, ARMY, 

ARTILLERY, JUNCTION, CONFEDERATE, etc., baptismal names of persons, and 
names of cities, rivers, bays, etc,, appear as code 
equivalents . Among names used as code equivalents are SHERMAN, LINCOLN, 
THOMAS, STANTON, and those of many other prominent officers and officials 
of the frtmd mo*. Intriguing, .uch n^» 

- .. It 

were employed as indicators for the number of columns and the routes used— 
the so-called "Conmencement, Words . " It would seem that names and words 
such as those I've mentioned might occasionally have brought about instances 

) i 

where difficulty in deciphering massages arose from this source of confusion, 
but the literature doesn't mention them. lat er w e ah a^^eee why such 

commonly-used proper names and words were not excluded. There was, indeed, 
method in thie madness. 



But what is indeed astonishing 1 0 note is that in the later editions of 
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-a 



these cipher books, In great majority of cases the words used as 
"axbitrarles, " differ from one another by at least two letters (for example, 
LADY and LAMB, LARK, and LAMB, ALBA and ASIA, LOCK and VICK, MILK and MINT), 
or by more than two (for example, MTRTLB and MIOTIC, CARS OH and CANCER, 



ANDES and ATLAS k 



One has to search for cases In which two 



words differ by only one letter, but they can be found If you search long 



enough for then, as, for example, QUINCT and QUINCE, PUCE and PIKE, NOSE 



and ROSE, Often there are words with the same initial trigraph or 



tetragraph^but then the rest of the letters are such that errors in 

i 

transmission of reception would easily manifest themselves, as, for example, ^4 




MONSTER and MONARCH, MAGNET and MAGNOLIA. All In all. It is Important to 

K 

note that the compiler or compilers of cipher books had adopted a principle 
known today as the "two-letter differential, " a feature found only in 
codebooks of a much later date. In brief, the principle involves the use, 
in a given codebook, of code groups differing from one another by at 
least two letters. This principle is employed by knowledgeable code 
compilers to this very day, not only because it enables the recipient of a 




\ 



\ 
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message to detect errors in transmission or reception, but also^t 

jHU. crAa^nH>-feA^r 

,j|j*the permutation tables used in constructing the code words ^fmoilltat g«t lieiT 
, oo w ea t i e n , without calling for a repetition^ It is clear, therefore, that 
the compilers of these cipher books took into consideration the fact that 
errors are to be expected in Morse telegraphy, and by Incorporating, but 

i 

- i 

only to a limited extent, the principle of the tvo-letter differential, 

they tried to guard against the possibility that errors might go undetected. VUct c*xfc>- 

XL y# S’.fU&k*-* eyvs-u-4^5 m cmi&a. “"'"wU 

urtvJLdLa&a# yaert-vv^l£eJKcr«* 

^ There is, however, another feature about the words the compilers ^ 

of these books chose as code equivalents. It is a feature that manifests 

evudi ^OTWn. (aA%Ac^j Jf, 

real perspicacity on their partj^ A few moments ago I said that I would 



explain why. In the later and improved editions of these books, words which 
might well be words in plain-text messages were not excluded from the lists 
of code equivalents: it involves the fact that the basic nature of the 

cryptosystem In which these code equivalents were to be used was clearly 
recognised by those who compiled the hooks. Since the cryptosystem was 
based upon word transposition, what could be more confusing to a vould-be 
cryptanalyst, working with messages in such a system, than to find himself 
unable to decide whether a word in the cipher text .is actually in the 



N 



& 



t 



X 




> I 
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original plain-text message and has Its normal meaning, or la a code void 
with a secret significance — or even a null, a non-significant word, a "blind” 
or a "check word," as those elements were called in those days? That, no 
doubt, is why there are^ln these books, so many code equivalents which might 
well be "good" words in the plain-text messages, tod In this connection Z 

have already noted an additional interesting feature: at the top of each 

&%> /uw-a* 

page devoted to indicators for signaling the number of columns in the 

A 



specific matrix for a aesaage^ti — e ^ s gp e as jm. sags— dg\ag JBn»a ^ g o le m th e 

(y\, u^voJl^ irO«. wW C »QSL 11 U 

so-called' "caneencement words, " aftse words, in sets of three, any one of ' 

i A * , . 

► 

which could actually be a real word orjtnme in the plain-text message* 

»** * ■&. 

Such. Indicators could be very confusing to enemy cryptanalysts, especially 

A* 

*** th “ oieiutIoa - "“V" *• ”«•«“»“* wort *" “ 

page 5 of jS&pher Book No* 9s Army, Anson, Action, Astor, Advance, Artillery, 
Anderson, Ambush, Agree; on page 7 of No. 10: Cairo, Curtin, Cavalry, \ 

I 

Congress, Childs, Calhoun, Church, Cobb, etc. Moreover, in Nos. 1, 3, 4 
5, and 10 the "line indicators, " that is, the words indicating the. number 



of horizontal rows in the matrix, are also words such as could easily be 
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words In the plain-text messages. For example, in No. 1, page 3, the 



line indicators axe as follows: 



v 






<r 



Address 


1 


Faith 


Adjust 


2 


Favor 


Answer 


3 


Confine 


Appear 


k 


Bed 


Appeal 


5 


Beef 


Assume 


6~ 


"■Bend "\ 


Awake 


7 


Avail 


Encamp 


a 


Active 


Enroll 


9 


Absent 


Enough 


10 


Accept / 



ir 



Note two things in the foregoing list: first, there ere variants— there 

are two indicators for each case; and second, the indicators are not in 
strict alphabetic sequence. This departure from strict alphabetldty is 
even more obvious in the pages devoted to vocabulary, a fact of much 

f A 

importance cryptanalytically. Note this feature, for example, in Fig. -&9r, 
show^g pages 14 and 15 of Cipher Book No. 12# 

In this respect, therefore, these hooks partake somewhat of the nature 
of two-part, codes, or, in British terminology, "hatted 1 * codes. In the 



second lecture of this series the physical difference between one-part and 



two-part codes was 







Is thssetfasa 



>eeae— y te repeat 

m indication of the technical ^ difference 
A a 



between these two types of codes 



a eypt aaedyeis 



may be useful at this point. Two-part codes are much more difficult to 




■t 
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Solve then one-part codes, In which both the plain-text elements and 

i 

their code equivalents progress In parallel sequences. In the latter type 
of determination of the meaning of one code group quickly and rather easily 

■ < i a * 

- i 

leads to the determination of the meanings of other code gro u ps above or 

bJC 'Jlhctk 

belov the am that has been solved. , For example, in the following ame&v. 

i vxAgflUAx^g , 

s, If the^coae group 1729 has been determined to be "then, " the^ 



(groaning of the)"^' 



1726 — the 

1729 — then 

1730 — there 



CO* grow 1788 could »11 b. of the cod. group 1730, 



But In a two-part code, determining the meaning of the code group 0972 

1 *t 1 1 

. , 7621 — the 

0972 — then 
1946 — there 






"then, " gives no clue whatever as to the meaning of 



the groups 7621 or 1548. For ease in decoding messages in such a code 



there must be a section In which the code groups are listed In numerical 

Ouj-A eOife J > ivvI&u&S. 

sequence, A their meanings^ jttli^’in a random sequence. The compilers of 

■ 1 1 

the vjsjKiTfo^ cipher books must have had a very clear idea of what I 



have just explained. 



tbs y made a co mp ro mi se 



of a practical nature between a strictly one-part and a strictly two-part 



REF ID : A62851 






code, because they realized that a code of the letter sort is twice as 

%o Co^v^dtsu o«<^L. ^fivda^fe^ 

bulky as one of the former sort ?A The arrangement they chose wasn't 

*t5b 

bad, so far as crypto-security was concerned. As a matter of fact, and 
\ 

speaking from personal experience in decoding a rather long message 



addressed to General Grant, I had a trying time in locating many of the 
code words in the book, because of the departure from strict alphabetic ity. 



I came across that message in a work-book in my collection, the work-book 



of one of the Important members of the 



V//Bjk/sfc~) 



none other 



U 



Plum^from whose book. The Military Telegraph during the Civil War, -comes 
<MH much of the data I've presented^ On the tiam t fly-leaf of 



Plum's work-book there appears, presumably in his own handwriting, the 



legend ’V. B. Plum Chf Opr with Gen. G. E. Thomas". Berm's one of the 



messages he enciphered in Cipher Book Bo. 1, the book in which, he says. 



more Important telegrams were sent, than in any other: 

mfgncnzs 

Note how many '’arbitrarie^" 



t meamingay appear in 



the plain-text message, that is before transposition. After transposition 
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‘Co-eU, k^e < 2n^p,4^r^ia^u 



\ 

\ 



the melange of plain -t cxt^ s ad ood e — ir o r de- mu s ^nsre been g a fcfca mystifying.* 

&X> /db> JiM &U>s a-^pAru£*U ^ ^ 

And yet, was the system ya o ver y Imcrutable ^nft i i 1 v i j.l - tt 1-d o n^ thinlr w , 

Sven In the case of the foregoing message there are enough unencoded words 

\ 

In, o e ^u e no e a .la; thg glaie-te a rt^warsl tf So that with a bit of patience^-Amr 
• ^Ma^3ftag QP=^tee = 1 1 pfa 11 r ■•"■ill naj T thl nlr the transposition could be removed 
without too much difficulty and the general tenor of the message could be 
determined. There would remain, of course, the business of finding the 

specific meanings of the code words* In the case of cipher book No. 1, which, 

ww- 

according to Plum^ the one that had the longest and widest use, an 
accumulation of messages would probably have given enough data for 



«£ 

JJ 



r, 



determining the specific meanings of the code words. -Bmt It is to be 

iW 

remembered, that thefts messages were ^transmitted by wire telegraphy, an*- not 

(Ur»££. ^;toJ#udLr y 



P 

'fo 



by radio, so that 
lines 




"tapping" telegraph 






es^ were not frequent^ flub they did occur f ram time to time, and In one 
case a Confederate ^ignalman hid in a swamp for several weeks and tapped a 
Federal telegraph line, obtaining a good many messages. * What success. If any, 

i f 

did Confederate cryptanalysts have in their attempts to solve such 



J 



*Xn searching for a good example my eye caught the words "Lincoln shot” at 
the left of the matrix and I lnaedlately thought that the message had to do 
with Booth’s assassination of the President. But after hurriedly translating 
the message and finding nothing in It having anything to do with the shooting 
it occurred to me to look up the indicators for a matrix of six rows and eight 
columns. They turned out to be LINCOLN (message of 8 columns), SHOT (6 rows) 
The word SMALL beneath the "Lincoln shot” is a variant for SHOT, also meaning 
"6 rows'. 



. > r 
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.1. L 



OA/ 



U.S.M*T.C cryptogrsas A they did intercept? We shall try to answer this 

/ * f 

question in due tine, HI wr unn Ta T] liasten tii m 



hi& t fc a OenfedSg i 



As Indicated earlier* ^ to the Confederacy there were no competing 
signal organlsatlons/a* there were on the Uhlan side. There was nothing 



at the center of government in Richmond or In the canbat sane comparable 

x 

to the extensive and tightly^ ontroiled civilian military telegraph 
organisation which Secretary Stantlon ruled with an iron hand from 



Washington. Almost as a concomitant it would seem, there was in the 






Confederacy, save for two exceptional cases* one and only one cryptosystem 



to serve the need for protecting tactical as well as strategic communications* 

and that was the so-called Vigenere Cipher* which apparently was the cipher 

J.H. 

authorized in an official manual prepared by Capt ..Alexander as the partial 






equivalent of Myer'fl Manual of Signals . You won't find the name Vigenere 
in any of the writings of contemporary signal officers of either the North 



or the South. The signalmen of those days called it the "Court Cipher, " 
this ten referring to the system in coraaon use ixS diplomatic or "court "/SecAtC 



communications shout this period in history. Zt is 

t o -t e.U you i Inrtwt m M r rib mat that cipher which employee the so-called Vigenere 
Square with a repeating hey.* Sere is £he square which Plmn presents he his O 







Hiassons^ that igtU' Smni -l i k en s qui t e uIbU, I' wlll 



*A keyword is employed to change the alphabets cyclically, thus «efe*wg the 
cipher^ what Is called today a periodic Or multiple -alphabet cipher controlled 
by the individual letters of a hey, which may consist of a word, a phrase, or 
even of a sentence, repeated as many times as necessary. 



( 



Cb*A<iL# 
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r W-^" "t 

j * 

<f 



r 

<a 




Y' 

c/-' v 



/ 



letter of the first void to be ciphered, end at the top of the table, 
the first letter of the term. At the Junction of the columns in 
which these letters are so found, will be seen the arbitrary letter 
which is to be used in lieu of the real one at the left. Continue 
in this way with each successive letter of the message and key term, 
repeating an the latter till finished. Thus, "Sherman is victorious, " 
put in cipher by using the first key, would read, as shown by the 
capitals, e-o-m-p-l-e-t— ev— i-c-t-o-r-y. C-o-m-p- Of course, any 
UTQGXEG MET DKVHFP KCGH. 
change in the key word, term or phrase changes the arbltrarles, and 
if neither the real apssage nor the key is known, it would be some- 
what vexatious working it out, unless there were some such suggestive 
words as occur in Davis's message above, which indicate the ciphered 
words very clearly; e.g., "By which you may effect" o tpqgexyk 

a crossing 

C "above that part"bj opg kwmct This meaning occurred to the author, 

of the river. 

at first sight, and doubtless would be to any one familiar with 
military affairs in that section. Having guessed real words, it is 
very easy to work out the letters of the key. The following two 
Important ciphers were transmitted as divided below; l.e., each 
word was sent separately, not all mixed, as in the Pemberton cipher. 
This division does not facilitate translation by the key at all, but 
materially assists without it, and was, therefore, bad practice. Ve 



'I 

&K Y* i b 
~r) 
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CONFEDERATE STATES OF AMERICA* MILITARY TELEGRAPH* Sated 

Head -quarters, February 25, 1865 . Received at Richmond, 

Va., 12:25 minut es, A.M. 

TO HCN. J.C. BRECKENRUE®, Sec 'y of War:— I rec amend 
that the tsysmee fn qoutvp rfatwmp ubvaqbqtm exfvxj and ia- 
waqjru ktmtl are not of immediate necessity, uv kpqfmbpgr 
rape thnlfl should be lmqhtsp. (Signed) R.E. LEE 

TRANSLATION . — I reconmend that the removal of public 
property, machinery, stores and archives which are not of 
Immediate necessity, be commenced. All powder should be 
secured. T . 

HEAD -QUARTERS C.S. ARMIES, March 2jt, I 865 . 

GEN. E* KIRBY SMITH, comdg. Trans -Mi as. Dept., Gen: — 
Vvg ecilmymjsn rvoog ul Ihomnidea kfch kdf vasptf us tfcfsto 
abxc bjx azjkhmgjsiimivbceq. qb ndel uelsu ht kfg auhd egh 
opcm mfs uvajvh xrymcocl yu dddxtmpt iu ic jqkpst es wjau 
ravrr twhtc abxc iu eoieg o rdegx en ucr pv ntiptyxec 
rqyariyyb rgsq. rspx rksjcph ptax rap ekes raecdstrzpt 
mzmseb aegg nsfqyvf me kfg smhe ftrf vfa row kkge pyh fefm 
ckfrlisytyxl xj Jtbbx rq. htxd vbhz avw fd aegg avxwsw 
yciag oe nzyffet lgxa scuh. 

I am most respectfully your obdt . servt., 

(Signed) R.E. USE 

TRANSLATION.— Gen: The president deems it advisable 
that you should be charged with the military operations on 
both banks of the Miss., and that you should endeavor as 
promptly as possible to cross that river with as large a 
force as may be prudently withdrawn from your present Depp. 
You will accordingly extend your command to the east bank 
of the Miss., and make arrangements to bring to thi-side 
such of your present force as you may deem best. ■ 

I am most respectfully you r obedient servant. 



There are certain comments to be made on the forego! 



,-ff ^In the first place, note that in the first message certain words axe 
left unenelpheredj in the second place, in both the first and the second 



message, the ciphers retain and clearly show the lengths of the words which 



have been enciphered. Both of these faulty practloes^»cac T s tt ir . r Tull 
i iprsolvts e i f tffo a nil the messages. We know today that cl 






ilpfaer 



messages ^h e u S bd leave nothing in the clear. Even the address and the signature. 



l 
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the date, time aod place of origin etc., ^should If possible be hidden; and 






the cipher text should be in completely regular groupings so as not to disclose 

A 

the lengths of the plain -text words, and^a&tft to promote accuracy in 
transmission and reception. 



So far as my studies have gone, I have not found a single example of 



a Confederate Vlgenere cipher which shows neither of these two fatal 



weaknesses. he second of the two 



examples is the only case 



w 



I have found which there are no unenciphered words In the text of the message. 

A 

And the only example I have been able to find In which word lengths are not 

shown (save for one word) is In the case of the following message: 

Vicksburg, Dec. 26, 1862. 

GEN. J.E. JOHNSTON, JACKSON: 

X prefer oaawr, it has reference to xhvkjqchffsbpaelreqpewnyk 
to prevent anuzeyxsvstpjw at that point, raeelpaghvelvtzfautlilaslt 
lhifnalgtsmmlfgccajd. 

(Signed) J.C. PEMBERTON, 

Lt. Gen. Comdg. 

Even In this case there are unenciphered words which afford/eMclue Jb&A 

, 4A iRn. JL * , , 

Owa. j Wt r(c &>»*«- tUw^ } twW; <-* 



to. solution 

A * 






In the various accounts of these.Meiphere 3 

A 



't&syui 

i 

one and only 



J, 



one dlao e ntlng - v oi ce .. An- jgaga artrto the two fatal practices to which X refer. 

A 

A certain Dr. Charles E. Taylor, a Confederate veteran (in an article entitled 
"The Signal and Secret Service of the Confederate States," published in the 
Confederate Veteran, Vol. XL, Aug-Sept 1932 ), after giving' an example of 



encipherment according to the "court cipher" says: 



3 ^ 
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- - - t-W 







(Li-^dt&«r W&Ati 



E&S*. 






.A 8^? 3 l_ V-^tftf /t*^SS* ^Ofc^fij /t^yf^S 

» » j^4 

/tsljuJ\jL jh&j < v»«ffv^ f ^ 4y iw ^ >^fe iA i Ir^L^I /fc &Lj2 m 

Q Q 

_ Xfck3 ? 1 V2JKSU u4 ^>4-A«f A£|j>cHfe.. * 

_^Xgb'tetI^ COut^AAfil i&3 

U/ ' 

1 y^-'i VVa© 4A.4«^&» ^ W6 _ wM^.J^U!?*-^. 

^ (Pc^6^KWj I %<a ^ > tX cwjl erH*A*<-p fiAAtvfi, 14 ^ 

0 __.3l>w' 





*6 *^gp^~*aj$e^ eit ^^ sa tOTanJWC ^h 
X M cUaaA^4^>V* ‘UKS-Sfca. jCs/. ^-^ i '- 

f* ,flu<l^._y^8. (T\y^J ATir<ft.P U|^**4^. 




S&w^-- ^w*® 3 ^- ^?A«, VvB^ii^: 

_C*-^+sK^ "| 

../t-s-Jih; 

/W y ^£-«jue»rgi^.- ^\A -iOfco- - — a — - — «■ -'.” V' X. WJt.- v ^ ’-l. ’ ■2«_\M\^«V_-_ 





C. * wu ._ O 

. s^2£nR>~dl<^M t >^J2> /ft'S'S^J^'V?"''** _ ft - ’? 0^*^t '^Q-£i r _fiv|^»Aia*b^ 

. j|-fro r ^? r txftv«*J3u 7^ »^< w a . .* cz^o-e^, _^sjS>ui. uwvs^ crv^a, *t<A^€. 

, ’ 0 0 \ . Cl 

_ ^c-^"* Cj^«- V puv*Jo«s^ < TUM3s^«L^a^ y iwt> 



Op 

/TA&. 









c^^isw^*V4 . uv 






/&"&-&*•** Jttr % ^« »iV < ^>ffv^ _U*yTf^- , 0 _ < 
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It hardly needs to be said that the division between the words 
of the original message as given above was not retained in the cipher* 
Either the letters were run together continuously or breaks, as if for 
words, were unde at random* Until the folly of the method was 
revealed by experience, only a few special words in a message were 
put into cipher, while the rest was sent in plain language* This 
afforded opportunity for adroit and sometimes successful guessing. 

* * * I think it may be skid that it was impossible for well prepared 
cipher to be correctly read by any one who did not know the key-word. 
Sometimes, in fact, we could not decipher our own messages yfoe n they 
came over telegraph wires* As the operators had no w«M*r><T>g to guide 
them, letters easily became changed and portions, at least, of messages 
rendered unmeaningly fjAxJ thereby* 

Frankly, I don't believe Dr. Taylor 'a comments are to be taken as 
characterising the p^jrtices that were usually followed. No other ex- 



signalman who has written about the ciphers used by the Confederate Signal 

’ \ 

' i 

Corps makes such observations and X think we must simply discount what 



Dr. Taylor says in this regard. 



It would certainly be an unwarranted exaggeration to say that the 



two weaknesses in the Confederate" cryptosystem cost the Confederacy the 
victory for which i thought ao mightily, but I do feel warranted at this moment 
In saying that further research may well show that certain battles and 



campaigns were lost because of 







c r y p tog ra phy: l ea ding ' torumu aa nlca t A oas 



i 

*\ 

I 

i 



v 



A few moments agc^ I said that, save for an exception or two, there was 
in the Confederacy one and only one cryptosystem to serve the nee 
tactical as well as strategic communications. One of these exceptions 




concerned the cipher used by General Beauregard after the battle of Shiloh 

&**•& L. 

(8 April 1862). This cipher was purely monoalphAbetic in nature^ in eae 







f l' 



\ 



N 






\ 



\ 
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V 






^ — - TfelTO^oinpite * c i p he r was discarded as soon as the official ciphervas 

/a 'v-vatL ‘VsUo /ojtsv-o 

prescribed In Alexander's manual. was flint ao iw ll- ' that^auicgai^^ g^elpiay^ 



1 



the deciphered message came to the attention of 

0 l£a ?0 

Confederate authorities In Richmond via a northern newspaper i It Is ou r lo u a 

* 

to note that the Federal War Department had begun using ^uypte sye t e i tt »“ - fe r - aa^ y u 0 



messages very promptly after the outbreak of war, whereas not until 



1862 did the Confederate States War Department prepare an official cryptosystem. 



and then It adopted the "court cipher". 



The other exception Involved a system used at least once before the 

M>tL0 fro dr 

official system was adopted and It should be mentioned. On 26 March 1862, 

rV 

- the’ Confederate States President, Jefferson Davis, sent General Johnston by 



special messenger a dictionary, with the following accompanying Instruction:* 

Z send you a dictionary of which Z have the duplicate, so that 
you may communicate with me by cipher, telegraphic or written, as follows: 

First give the page by Its number; . second the column by the letter L, 

M or R, as It may be, In the left-hand, middle, or right-hand columns; 
third, the number of the word in the column, counting from the top. 

Thus, the word Junction would be designated by 146, L, 20. ' 

sf«^<»e of the types of cryptosystems used by both sides during J , 
the American Revolutionary Period almost a century before, except that in l \ 



this ease the dictionary had three columns to the page Instead of two. Z 
haven't tried to find i^at dictionary w aa^afl ft d -but it shouldn't take long to 



locate lt^ since the code equivalent of the word "Junction" was given: 146, L, 20. ' 

OX IL&j&Xr 

Moreover, there is extant ^one fairly long message ^with its decode, glytat How 



many other messages there may be In Rational Archives Z don't know. 



♦ Battles and Leaders of the Civil War. New York: The Century Co., 1804, Vol, Z 
p. 5&L. 



3*4 
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Costing back now to the ’'court cipher, " you will probably find it just 



as hard to believe, as I find it, that according to all accounts^feer and 



only 



keys were used by the Confederates during 



A 



years of 






warfare/ from 1862 to 1865. Zt is true that Southern signalmen make mention 
7 * 

of frequent changes in key but in all the, Mteratase- only the following 

fear are specifically flAa e nr 

^ ~ 



1 ) CCMPISTEE VICTOR! 

2 ) MANCHESTER BLUFF 

3 ) COMB RETRIBUTION 

/ 

nfccm \as thusT 




Qj-i. 



7 * 







l£s?ws. ' r ^ KA i a- 

It seems that all were used concurrently. . ffl h e first thr ee a w Maed y ^ 

3 hoo^j ,. JlT* o^&&. j /As a. ■Rs/ei 

nyiny i~tjTieS| ttrr lent irrlTj I Juet; rtnn'ti hnf"**™ 




t ern e daap « r~~ Note that am 



,w 






/V 



Hist thr ee 1 t he jnsj rnnnlntn of 



Had 



uj-a< 6 < C'4yflrO@**_s 

erectly 15 letters, but why this j^wM b e so is not clear. 

1 CfirylfcbA 

the rule been to make the cipher messages j^g j&x, 5-letter groups, the 
explanation would be easy: 15 is a multiple of 5 and this would be of 



i 1 ' 



■■ i> \ 

V. 



I I 

t 



I V ■*» 

’ \ 



' V 

V 7 



practical value in checking the cryptographic work* But, as has been clearly 1 






stated, ^ ths6 a d s gsi 4 m oft word lengths was^. 



Vi^ytV )h£m-|3J> J aixj-?T^o. n-tJg-t. 



waa^ 



prescribed, so that there 

a. ^ S . 






no advantage in choosing "tt* keys which 



contain, 



letters. And, by the way, doesn’t the key COME RETRIBUTION 






sound rather ominous to you .these days? 



A n s a mple o r - trwo of - g uth gn tioi feBf te agr^^ 



s* 






isasaer 



5 S' 
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ft s' / s*rj , 

re i^,ahothar\L^ r 




/V 



will lAMi^to decipher them, .which should he quite eaay~4n view 

■ >*. jS '^w, \ ^ 

f. OeVAtaV^ou will merely’ have to select the proper key from among 

eibavfS 



&s 



Sooner or later 



Confederate signal office*^ was hound to 



cane up with a device to simplify ciphering operations,, and a gadget devised 

hy a Captain William N. Barker seemed to meet the need* InMyer'B Manual 

1 3^ 

there Is a picture of one form of the device, shown here in Fig. jjaC 1 

don't think it necessary to explain how- It worked, for It Is almost self-evident. 

t^exje, 

j ^gaa h e g of these devices was captured during the war, one of than being among 

the items in the NSA Museum.* But here's a photograph of the one found in the 

Ts A 

I 

office of Confederate Secretary of State Judah P. Benjeunjsn after the 




capture of Richmond. 



How many of these devices were In existence or use is unknown, for 

their construction was an individual matter— it was not on item of regular 

A 

Issue to members of the corps. H era 1 er a p icture o f o n e- 1 captu re d at Vick s burg* 
^tad- yea- -tr-roagh ■°pteee‘ ■ < * * w ea k . 

In practically every account of the codes and ciphers of the Civil 
War you will find refe»ences 1K °e eB m»* 4g 3 anelP a a^a^5^ to ciphers used hy Confederate 



secret service agents engaged in espionage in the North as well as In Canada. 



3t 
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In particular ouch attention la given to a set of letters in cipher which 
were Intercepted by the New York City Postmaster and which were Involved 
In a plot to print Confederate currency and bands. Much ado was made about 
the solution of these ciphers by cipher operators of the In 

Washington and the consequent breaking up of the plot* But I won't go Into 
these 1 ciphers for two reasons. First, the alphabets were all of the simple 
monoalphabetic type, a total of six altogether being used. Since they were 
composed of symbols, a different series for each alphabet, It was possible 
to compose a cipher word by jumping from one series to another without 
any external Indication of the shift* good eyesight and a bit of patience 
were all that was required for solutlan ln this case because of the. Inept 

i 

manner In which the system was used: flt whole vordj, sometimes several 

I 

successive words, were enciphered by the same alphabet* But the second 
reason for my not going Into the story Is that my colleague Edwin C. Flshel, 

t 

whom I ' ve mentioned before, has done some research among the records In our 

National Archives dealing with this case and he has found something which 

Is of great Interest and which I feel bound to leave for Mm to tell at some 

future time, as Is his story^ 10#. not mine* 

So very fragmentary was the amount of cryptologic Information known to 

the general public In those days that when on John Wilkes Booth’s body, s nai l s - 

A A 



// 



\. 



f \ 



\ 



\ 



bfW 'tX^wfrfc’-fanrs 







wr- 



wa s T^vOauaby^ a ■ in We B Mag tea 



. ba*=capiateaiEafca*fflSfejg»3igjgg|Slfr ^a p tar c d^^ ^ 
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///auV A$a Un#£* 

iorm ifa a t a abiflrt &ogp^ the cipher square vhich had been mounted 



on the cipher reel found 





in Confederate Secretary of State Judah P. Benjamin's office in Richmond 5 t^o. 



Cujul 



^Xfceirtbefy attempted to prove that this necessarily meant that the Confederate 

vuOul w* Jo^PtT 

leaders^had been giving Booth instructions in cipher. teassgaasdsdbosvthe e* k^wv*, 

CUV-tL tffifWQ wO ®-> Uk 'Cj< fUt^yvhS *m> 

The following is quoted 




from Philip Van Doxen Stem’s book entitled Secret Missions of the Civil War 
(Band McNally and Co., New York, 1959* P* 320): 

Everyone In the War Department who was familiar with cryptography 
knew that the Vigenere -was the customary Confederate cipher and that 
' for a Confederate agent (vhich Booth la known to have been) to 

possess a copy of a variation of it meant no more than if a telegraph 
operator was captured with a copy of the Morse Code* Hundreds— and 
perhaps thousands of people were using the Vigenere* But the 
Government was desperately seeking evidence against the Confederate 
leaders so they took advantage of the atmosphere of mystery which 
has always surrounded cryptography and used it to confuse the public 
and the press. This shabby trick gained nothing, for the leaders 
of the Confederacy eventually had to be let go for lack of evidence. 



what-wes -prbbphl-y»^the ^lest^off icial 



‘lotto* 




To the foregoing I will comment that X doubt very much whether "everyone 
in the War Department who was familiar with cryptography knew that the 
V1 « Bne " “ ^ «W"-" ft —— *■ «■ » not one of 



them had even heard the name Vigenere or had even seen a copy of the table, 



except 



fa 



er&Xi-. 



captured in operations. X doubt whether anyone 



?K either side even knew that the cipher used by the Confederacy had a namej or^ 
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least of all, that a German Artsy reservist named Kasiski.in a book published 



in 1863^ showed how the Vi gene re cipher could be solved by a straightforward 



mathematical method. Moreover," ~T betjg^g^tBSt" 

Of Its history r so tbs Obion sloe.: 

\ S \ 





believed that the cipher square usedrby the Confederat€^w<us actually invented 

\ \ ^ 

by them andHhat possession of^sueh a s^ar^^Ma' prima fac^ eyidence of 

membership in or association j&ttfcbafdderate conspiracies. \ 

Z have devoted a good deal store attention to the methods and means .for 
crypto-communications in the Civil War than they deserve, because professional 
cryptologista of 1961 can hardly be impressed either by th^lr efficacy from 

the point of view of ease and rapidity In the cryptographic processing, or 

» • 

by the degree of the technical security they imparted to the messages they 
were Intended to protect. Not much can be said for the security of the visual 
signaling systems used In the combat zone by the Federal Signal Corps for tactical 
purposes, because they were practically all based upon simple 1 monoalphabetic 

X \ 

ciphers, or variations, thereof, as for instance, when whole words were 

> ’flruyv&> W} 

enciphered by the same alphabet. 

Confederate signalmen were more or less regularly reading and solving those 
signals. What can be said about the security of the route ciphers used by 



tto Trrn tw atmteel0 OT M8l “ 4 — **»«-«*«• 

Interior? Zt has already been indicated that, according to accounts by ex- 

,&UcJL. QjJtp&aK/b* 

v } a t s M°i 



men. 



were beyond the eryptanalytie capabilities 
of Confederate cryptanalysts^ but can we really believe that this was true? 
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Considering the simplicity of these route ciphers end the undoubted 



Intellectual capacities of Confederate officers and soldiers, why should 
messages In these systems have resisted oryptanalytlc attack? In many cases 
the general subject matter of a message and perhaps a number of specific 



Items of Information could be detected by quick Inspection of the message* 
JfeMuauK^xf it were not for the so-called "arbitraries” the 



general sense of the message could be 



found by a fev minutes vork^ 



since the basic system must have been known through the capture of cipher 



books, a fact mentioned several times In the literature.^ it- seams -adaost- 



apture of but one book (they were all generally alike) would 




have told Confederate signalmen exactly how the system worked and this 



would naturally give away the basic secret of the superseding book. So we 






mutt see that etoteser degree of •w^tte.e route cipher.^ depended 



had depended ^ & 



almost entirely upon the number of "arbltrarles" 



actually 



used in practice*, review of such messages as are available shows wide 

>l u . 

divergencies in the use of the’ arbltrarles. In any event the 

number actually present in these books must have fallen far short of the 



number needed to give the real protection that a well -constructed code can 

give* jjR»-*fea>b- It seems to me that the application of native intelligence, ahswfaj* 

/>UadL /USrvrc. 

with some patience, fee- sufficient to solve wbm o— or so It would be quite 



j i 



or so it would be quite 



logical to assume. That such as assumption is well warranted Is readily 



demonstrable 



